f//4 




Z//4 




FIG.2 



J/f4 




4/f4 




S//4 



FIG. 5 



Optical drive 
Removable storage 6' 



□ 



COMPUTER 16 



Optical Disk Drive 
60 



VIDEO ADAPTER 
78 








Keyboard 
70 



6/f4 



FIG. 6 



PROGRAMMING DATA 



ORIGINATOR 260 



CRYPTOGRAPHY 
COMPONENT 202 



PMOC 204 



TRANSMISSION 
LINK 206 



MOBILE DEVICE 18 



SYNC 
COMPONENT 
28 



RADIO HW 
208 



7//4 



214 




CREATE SIGNED 

ENCRYPTED 
PROGRAMMING 
MESSAGE 







TRANSMIT 
PROGRAMMING 

MESSAGE 
ADDRESSED TO 
DESIRED DEVICE 
OVER THE AIR 



PASS PROGRAMMING 
MESSAGE TO PMPC AND 
IDENTIY IT AS A 
PROGRAMMING 
MESSAGE 



218 




222 



EXECUTE IO 
CONTROL CALL TO 
DRIVER USING API 



PLACE 
PROGRAMMING 
DATA IN OUTPUT 
BUFFER 



PROGRAM 
ACCORDING TO 
PROGRAMMING 
DATA 



FIG. 7 



em 



USER PROVIDE 
AUTHENTICATION 

INFO AT 
ORIGINATOR WEB 
SITE FROM 
DESKTOP 



230 



232 



USER REQUEST 

CHANGE IN 
SUBSCRIPTION 
REQUIRING 
REPROGRAMMING 



CREATE SIGNED 

ENCRYPTED 
PROGRAMMING 
MESSAGE 



234 



236 



TRANSMIT 
PROGRAMMING 

MESSAGE TO 
USER'S DESKTOP 



CONNECT 

MOBILE 
DEVICE TO 
DESKTOP 



SYNCHRONIZE 
PROGRAMMING 
MESSAGE TO PMPC 
ON MOBILE DEVICE 



240 



EXECUTE 10 
CONTROL CALL TO 
DRIVER USING API 






PLACE 
PROGRAMMING 
DATA IN OUTPUT 
BUFFER 


1 


r 



224 



PROGRAM 
ACCORDING TO 
PROGRAMMING 
DATA 



FIG. 8 



228 



W/f4 



OBTAIN 
MESSAGE 
SPECIFIC 
DATA 







254 



256 



OBTAIN BASE 
KEY 



OBTAIN 
MESSAGE 
SPECIFIC 
DATA 



268 



OBTAIN BASE 
KEY 



OBTAIN 
ENCRYPTION 
DATA 



OBTAIN 
SIGNING 
DATA 



260 



262 



FIG. 9B 



CALCULATE 
HMAC 



274 



276 



FIG10B 



/f//4 

< 



CD 




/e/M 



292 



OBTAIN 
PROGRAMMING 
DATA 




OBTAIN 
SIGNING KEY 



CALCULATE 
HMAC TO 
OBTAIN 
SIGNATURE 



JOIN 
PROGRAMMING 
DATA AND 
SIGNATURE 



294 



ENCRYPT 
PROGRAMMING DATA 
AND SIGNATURE TO 
FORM ENCRYPTED 
MESSAGE 



APPEND MESSAGE 
SPECIFIC DATA TO 
ENCRYPTED 
MESSAGE 



ADD HEADER TO 

OBTAIN 
PROGRAMMING 
MESSAGE 



OBTAIN 
ENCRYPTION 
KEY 



FIG. 11B 



Z3//4 



FIG. 12A 



DRIVER 210 



AnalyzeMessage 
320 



DeriveErtcryp- 
tionKey 322 



DecryptAnd 
ValidateRadio 
PgmData 324 



RADIO HW 208 



GROUP INFO 
TABLE 314 



KEY TABLE 
310 



ADDRESS 
TABLE 312 



CARRIER 
AND MFR 
INFO TABLE 
318 



GROUP 
INDEX TABLE 
316 



PLACE DATA 
IN PROPER 
FORM 



MAKE RAD10_PROGRAM 

CONTROL CALL, 
SUPPLYING Radio_Pgm 
struct 



DRIVER CALLS 
DecryptAndValidateRadioPgmData 

FUNCTION TO DECRYPT AND 
VALIDATE THE PROGRAMMING 
MESSAGE 



PLACE PROGRAMMING 
DATA IN APPROPRIATE 
BUFFERS 



FIG. 12B 



